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Citizen insecurity is a social problem that has increased considerably around 
the world. To combat it, in this research a mobile application based on 
internet of things (IoT) has been developed with the objective of mapping 
crimes and incident alerts to improve citizen security. Scrum methodology 
was used and a significant improvement can be seen with respect to the 


following indicators: number of reports of dangerous places, with an 
increase of 102.7%; the second indicator: number of reports by type of 
Keywords: crime, with an increase of 25.34%; and the indicator: response time to 
attention, with an increase of 23.5%. It is determined that there is a 
significant positive influence of the mobile application developed to improve 


Citizen security 
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1. INTRODUCTION 

According to the United Nations Office on Drugs and Crime (UNODC) [1], crime is a global 
problem, some 464 million people worldwide have been victims of crime and murder in recent years. 
Likewise, the UNODC [2] mentions that crime is a social problem that undermines public safety, in addition 
to violating the good customs recognized by citizens. Perceptions of insecurity are almost universal, with 
82.3% of Peruvians believing they could be victims of crime in the next 12 months. 

Particularly in Peru, 18.6% of Peruvians over 15 years of age have been victims of crime, according 
to the technical report on Citizen Security of the Instituto Nacional de Estadística e Informática (INED), 
corresponding to the semester November 2020 to April 2021 [3]. Currently, large amounts of data are 
generated by interconnected devices through the internet of things (IoT) [4], [5], taking into account that the 
use of applications allows the dissemination and management of this data [6]. Given the global health 
emergency Covid-19, we spend 38.3% more time with our cell phone in our hand [7], which is why it is very 
important to combat the social problem of crime through mobile applications. Citizen security [8] is the 
action integrated by the state in collaboration with the citizens, with the objective of ensuring a peaceful life, 
cooperating with the eradication of violence, with the peaceful coexistence of the streets and public spaces as 
well as contributing to the prevention of crimes. 

Many times, dangerous places do not coincide exactly with those reported at police stations, and 
thanks to technological advances, mobile applications play a very important role [9]. A dangerous place 
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according to [10] is that urban space where the citizen suffers feelings of fear before the possibility of a 
crime. This research showed that a mobile application can improve the following key performance indicators 
(KPIs); KPI1: number of reports of dangerous places, KPI2: number of reports per crime, KPI3: response 
time in dealing with a complaint. 

The article is organized in the following sections: 1. Introduction, 2. Review of the literature where 
the works related to the subject are shown; section 3. Methodology shows the development of the 
investigation; section 4. Results obtained; the section 5. Discussion of the results and finally in section 6. 
Conclusions. 


2. LITERATURE REVIEW 

Early research on dangerous places focused on a typological description of the place and the feeling 
of fear it generated [11]; defensible space, social control and the way in which the architectural design of 
places and streets influenced the occurrence of crime [12], [13]. Based on the emphasis on place at the 
neighborhood or residential scale, several studies, such as the one carried out in [14]. In Poland, have focused 
on the spatial distribution of fear in the population and the places where it develops. Studies, such as [12] 
have concluded that the physical environment can increase or decrease opportunities for crime. Research 
such as [15] have been able to relate crime patterns to the physical layout of the environment and the 
locations where crimes generally occur. With respect to the development of Information technology (IT) 
solutions, the research and development of [16] proposes a computational system based on mobile devices 
that allows the creation of crime indicators within a cartographic map. With this system, the end user will be 
able to identify, assimilate and avoid crime, as well as to collaborate with its reduction and eradication. The 
work is developed in the framework of the notorious increase in the perception of insecurity by the citizens of 
Mexico City. As a result of the study, map models with geo-referenced incidents are provided by means of a 
geographic information system as the main tool. It also makes use of geolocation and mobile positioning, 
with the purpose of contributing to crime monitoring, detecting mishaps early, and serving as a basis for 
decision making in security matters. 

The research [17] aims to analyze how the adoption of technological innovations can affect the 
performance of activities related to practices and procedures carried out by the agencies of the criminal 
justice system. It adopts the exploratory qualitative methodology through the case study approach on the 
implementation of the technological tool PMSC Mobile by the Military Police of the state of Santa Catarina 
(PMSC). The results reveal that this tool contributes positively to the rationalization of the registration of 
police events, to the better allocation of financial and human resources and to the greater accuracy of criminal 
information records. Being able to identify the population and determine the exact location where a criminal 
act occurs is fundamental to fight crime, investigation [18] develops a novel framework that automatically 
detects and segments the crowd by integrating appearance features from multiple sources. It uses images with 
different crowd densities, camera viewpoints, and pedestrian appearances. It is determined that the proposed 
framework works well in accurately segmenting the crowd in complex scenes. 


3. METHOD 

The scrum methodology [19] was used for the development of the mobile application. It is a flexible 
software development management methodology, whose main objective is to maximize the return on 
investment for your business. It is based on the creation of the most valuable functions for the customer first 
and on the principles of continuous testing, adaptation, self-management and innovation. 


3.1. Initiation 
3.1.1. Stakeholders 

Actors: District Municipality of San Juan Bautista-Huamanga-Ayacucho-Pert. The population was 
made up of people between 15 and 29 years of age (young people) who have no knowledge of the places with 
the most criminal acts in the city of Ayacucho-Huamanga in the district of San Juan Bautista, Perú. It is 
shown in detail in Table 1. 


Table 1. Study population. source: INEI, Peru 


Variable Population 12 to 17 years old (adolescents) 15 to 29 years (young people) 60 and over (seniors) 
Ayacucho 696.1152 87.085 200.064 55.228 
Huamanga 281.270 35.545 90.713 17.397 
San Juan Bautista 27.617 7.076 18.083 2.458 
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Application users: citizens of the district of San Juan Bautista-Huamanga-Ayacucho-Perú. The 
sample was calculated on the formula (1), 


Z? x p-p) 
. = e2 
Sample size = EN (1) 
1ean) 


Under a margin of error of 10%, the sample (n) was composed of 96 people from the district of San Juan 
Bautista between the ages of 15 and 29. Developers: authors of this scientific article. 


3.2. Planning 
3.2.1. Hardware 

Processor Intel Core i7. 8 GB of RAM, 1 TB harddisk. Operating system Windows 10 professional 
64 bits. 


3.2.2. Software 

Visual Studio Code, it is a computer application program intended to make life easier for developers 
and programmers. Visual Studio Code is an identifier that refers to an integrated or interactive development 
environment [20]. Android, it is the most widely used operating system in mobile devices, generally with a 
touch screen. Thus, it is possible to find tablets, cell phones and watches equipped with Android [21], 
although the program is also used in cars, televisions and other devices. Programming language Kotlin, it is a 
static programming language that runs on top of the Java virtual machine and can also be compiled into 
JavaScript source code [22]. Google Maps, it is an advanced service offered by Google in which you can find 
exact locations of different cities, businesses, hotels, and people [23]. Firebase, it is a digital platform used to 
promote the efficient, fast and easy development of web or mobile applications [24], and is used as various 
functions of digital marketing technology to increase the user base and generate greater economic benefits 
[25]. 


3.3. Production 

The architecture to be used by the mobile application is defined. Figure 1 shows the architecture 
used and its integration with the other devices. Continuous synchronization of data between the web server 
and the mobile application is displayed. 


Data Syncronization 


Rest services 


Receive 


Figure 1. Application architecture 


3.4. Application 
Figure 2 shows the first interfaces of the application. Figure 2(a) shows the registration form for a 
new user, then the user is validated by sending a confirmation code to the e-mail, or by text message to the 
cell phone; Figure 2(b) shows the main menu once the user is validated, with modules to send instant alerts to 
the police, about different types of theft. 
Figure 3 shows the interfaces for making a crime report. All alerts sent to the crime center are done 
in real time, the application automatically records the location of the incident through GPS. The central 
analyzes the message and comes to the aid to perform the respective intervention, likewise, the user can 
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visualize the proximity of the police officer. Figure 3(a) shows an example of possible crime reports, "armed 
robbery" where the user can leave by default the date and time of the robbery, as well as send its location in 
real time, send a photo or video of the event, and send a specific message. In Figure 3(b) complete a 
questionnaire to provide more information to police personnel. 

The identification of the most dangerous places is shown in Figure 4. Thanks to the reports 
generated by users and validated by police personnel, a map of the most dangerous places in the district is 
established, as shown in Figure 4(a), where the red dots and the emoji represent dangerous places. 
Figure 4(b) shows the contributions made by the user, i.e., the different types of alerts sent by a user. 

The functions of the administrator are shown in Figure 5. The application administrator has multiple 
functions, such as deleting or blocking users who misuse the application. Figure 5(a) issuing alert responses 
as well as displaying the reports in a pie chart, which indicates the percentages by type of crimes reported 


Figure 5(b). 


Registro de cuentas 


Email 
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Nombre(s) y Apellido(s) 
Martin Tavarez 
Contraseña A S Recibidas 
Saag o 
Enviar otro tipo de alerta 
Confirmar Contraseña 
7 o Robo en Via Publica 
= Mes a U7 Robo en Comercio 
7 4 06 4 2000 4 
Robo en Vivienda 
Numero de Telefono 
> 7 Asalto a Mano Armada 
[994384773 | 
Robo en Entidades Bancarias 


(a) (b) 


Figure 2. Main menu of the mobile application in 
(a) the account registration and (b) the user’s session 
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Figure 4. Identification of dangerous zones in 
(a) the location of dangerous locations in the 
district and (b) user contributions 


4. RESULTS 


Asalto a Mano Armada 


Fecha del robo Hora del robo 


11/11/2021 11:53:38 
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Enviar 


re mantendremos la confidencialidad de 
toda la informacion reportada 


(a) 


Asalto a Mano Armada 


Robo de teléfonos móviles 


¿Puede confirmar en qué circunstancias fue 
robado el teléfono móvil? 


No Aplica 


Siempre mantendremos la confidencialidad de 
toda la informacion reportada 


(b) 


Figure 3. Send an alert type in (a) log of the general 
description of the assault and (b) the questionnaire 


Nombre Miguel Sanchez 


Administrador Bloquear 


Telefono 6691230157 tH | 


Usuario ochant.1997@gmail.com 
Nombre julihño 


xi Administrador Bloquear 


Telefono 952862638 | 


Usuario franrd10x@gmail.com 


Pc lo n ao 
(a) 


Reportes Generados 


Figure 5. Administrator authority on (a) user data and 


permissions and (b) reports generated 


The objective of this research was to determine how the implementation of the mobile application 
influences the improvement of citizen security. Three KPIs were considered according to the theoretical 
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basis. Where different averages were obtained for pre and post, the results of each indicator are detailed in 
Indicator 1 (KPI1), Indicator 2 (KPI2), and Indicator 3 (KPI3). 


4.1. Indicator 1 (KPI) 

Number of dangerous zones reports. In order to select the hypothesis test, the data were subjected to 
a distribution test. Specifically, whether the data on the number of reports of dangerous places had a normal 
distribution. 

As shown in Figure 6 the significance of the pre test is 0.000 and the significance of the post test is 
0.000. When both values are less than 0.05, it is confirmed that the data have a non-normal distribution. 
A non-parametric test with related data, Wilcoxon test, will be used. 

According to Table 2, the Wilcoxon non-parametric test shows a significance level of 0.00, less than 
0.05, a cut-off value to know if the research hypothesis is acceptable or not. In this context, since the p-value 
is less than 0.05, the alternative hypothesis (H1) is accepted and the null hypothesis (HO) is rejected, 
affirming that the development of the mobile application to improve citizen security does influence crime 
prevention. 

Figure 7 shows in bar graph the results obtained in the pre and post study, with respect to KPI1: 
Number of reports of dangerous places. According to the results shown, for the indicator number of reports 
of dangerous places (KPI1), in the pre-test a value in the mean of 3.75 was obtained and for the post-test it 
was 7.60. With these results it can be seen that there was an increase of 102.7%. 
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Figure 6. Normality test with Minitab KPI1 
Table 2. Wilcoxon test KPI1 
Dangerous_Places_POST-Dangerous_Places_PRE 
Z -6,367° 

Sig. asymptotic(bilateral) ,000 


a. Wilcoxon signed-rank test 
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Figure 7. Histogram pre test and post test of the indicator KPI1 
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4.2. Indicator 2 (KPI2) 

Number of reports by type of crime. To choose a hypothesis test the data is based on verifying its 
distribution, especially if the data on the number of reports of hazardous locations had a normal distribution. 

It is observed in Figure 8 that the sig. of the pre test is 0.000 and the sig. of the post test is 0.000. 
When both values are less than 0.05, it is confirmed that the data have a non-normal distribution. A non- 
parametric test with related data, Wilcoxon test, will be used. 

With what is observed in Table 3, using the nonparametric Wilcoxon test. There is a significance 
level of 0.01, less than 0.05, a cut-off value to know if the research hypothesis is acceptable or not. In this 
context, since the p-value is less than 0.05, H1 is accepted and HỌ is rejected. It can be affirmed that the 
development of the mobile application to improve citizen security does have an influence on crime 
prevention. 

Figure 9 shows in bar graph the results obtained in the pre and post study, with respect to KPI2: 
number of reports by type of crime. According to the results shown, for the indicator number of reports per 
type of crime (KPI2), in the pre-test the mean value was 3.71 and for the post-test it was 4.65. With these 
results it can be seen that there was an increase of 25.34%. 
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Figure 8. Normality test with Minitab KPI2 


Table 3. Wilcoxon test KPI2 
Report by Type of Crime _POST - Report by Type of Crime _PRE 
Z -3,293> 
Sig. asymptotic(bilateral) ,001 
a. Wilcoxon signed-rank test 
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Figure 9. Histogram pre test and post test of the indicator KPI2 
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4.3. Indicator 3 (KPI3) 

KPI3: Response time to attention. A survey was conducted to collect this information, as shown in 
Figure 10. According to the results shown, for the indicator response time to care, a bar chart was made to 
differentiate the questions according to the pre and the post. Showing an increase of 23.5%. 
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Figure 10. Histograma pre test and post test of the indicador KPI3 


5. DISCUSSION 

In From the results obtained in the present research work, it can be seen that there was a positive 
increase in crime prevention. Likewise, the hypothesis tests have a significance level of less than 0.05. Thus, 
determining through descriptive statistics, that there is a significant influence of the implementation of the 
mobile application to improve citizen security. There are different researches analyzing citizen security, 
which perceive how the most reliable technologies prevent citizen security throughout the territory. 
Therefore, users must be convinced that the technology will work in the best interest of every citizen [26]. 
The positive results are corroborated in research such as [27], where a mobile geolocation system is used for 
citizen security, which is used as one of the characteristics in this research. Thus, in the investigation [28], 
positive results have been obtained in the development of a system capable of detecting whether a tweet is 
related to security, which is used to present the perception of security in a city on a heat map, similar to the 
results obtained in the first indicator KPI1. 


6. CONCLUSION 

The current context was analyzed and a mobile application was developed to improve citizen 
security. It is concluded that the mobile application developed helps to combat crime, as evidenced by the 
positive results obtained with respect to the indicators "number of reports of dangerous places", 
"identification of the type of crime" and "response time in the attention". It is concluded that the 
implementation of the mobile application has a vision of continuing to grow with the new user needs. It is 
recommended to continue with research according to the scope of citizenship, relying on the use of 
Smartphone whose use trend is increasing due to times of pandemic. 
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